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Suggested FaceBook Privacy Settings

Log in to Facebook - in the top right hand corner click on Account and choose Privacy Settings from the drop-
down menu to get the following screen. Remember if you wouldn’t want someone to see it, don’t put it on
FaceBook in the first place. You may want to restrict more than the minimum recommended in this guide.
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Search Home Profile  Find friends  Account
Choose your privacy settings
Basic directory information
To help real-world friends find you, some basic information is open to g ggest sef asics ke hometown
and interests to everyone so friends can use those to connect with yu. View settings
Sharing on Facebook
Friends of
S Everyone friends Friends only Other
Friends of friends My status, photos, and posts . =
. Bio and favorite quotations .
Friends only
Family and relationships -
Recommended Photos and videos I'm tagged in .
m Religious and political views .
Birthday .
Can comment on posts -
Email addresses and IM -
Phone numbers and address -
Customise settings This is your current setting.
Applications ayd websites Block lists Controlling how you share
Edit your settings fgf using applications, games and Edit your lists of blocked people and Learn more about your privacy on
applications. Facebook., 1® Chat (Offline) | M
. Basic Directory Information
Click on View Settings
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Search Home Profile Find friends  Account

Choose your privacy settings  Basic directory information

Back to privacy Preview my Profile

Your name, Profile picture, gender and networks are always open to everyone (learn why). We suggest leaving the other basic
settings below open to everyone to make it easier for real-world friends to find and connect with you.

Search for me on This lets friends find you on Facebook. If you're visible to fewer
Facebook people, it may prevent you from connecting with your real world
friends.

Everyone

This lets real world friends send you friend requests. If not set to
everyone, it could prevent you from connecting with your friends.

Send me friend requests Everyone

This lets friends you haven't connected with yet send you a
message before adding you as a friend.

Send me messages Everyone

See my friend list This helps real world friends identify you by friends you have in
common. ‘Your friend listis always available to applications and your

connections to friends may be visible elsewhere.

Everyone

The above is the minimum recommended setting - enough for old friends to find you without giving too much

away.

See my education and
work

See my current location
and hometown

See my interests and
other Pages

This helps dassmates and colleagues find you,

This helps friends you grew up with and friends near you confirm it's
really you.

This lets you connect with people with common interests based on
things you like on and off Facebook,

Friends only

Everyone

Friends only

BRI

| 1# Chat (Offline)

| ¥




To change any setting click on the box to get a drop down menu
Note that you get a choice of Everyone, Friends of Friends, Friends Only and Customise.

* Everyone
it Sometimes the setting you want isn’t there (Friends Only often disappears)

Click on Customise to get this window
Then use the drop down box to choose from...
Make this visible to

These people: | Friends only
# Hide this from

These people: | Enter & name or kgt

[sove s [ )

PRicHE Friends Only, Specific People or Only Me
These people: | Friends only [

% Hidethis hom Sy To be honest, if you use Only Me, the information really

ﬁ;ﬁ?""’" | ‘ shouldn’t be there in the first place, BUT it does stop accidents;

S so do it anyway!
R | concel|

Note that you can also block certain people from viewing certain things or only allow certain people to see
things.

These people:

2. Sharing on Facebook
Click on Customise Settings

You will have to scroll down the page to see all these settings. Again these settings are the minimum
recommended. Change them as above. Make them more restrictive if you prefer.

search Home Profile  Fnd fnends  Account

Choose your privacy sellings  Customise sellings

Back to privacy Preview my Profile

Customise who can see znd comment on things you share, things on your Wal and things you're tagged in.

Things I share Posts by me
Detawt setting for posts inchding siates spdates and photes
Family Friends only
Relatienships Friends only
Interested in and looking for Only me 1

B and favorite quotations

Website

Religious and political views
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Things others share Photos and videos I'm tagged in Friends only

i

Can comment on posts
Includes status upcates, friends W

il nosts and photos Friends only
tall posts and photos

Friends can post on my Wall Enable

Can see Wall posts by friends Friends only

Contact information Maobile phone Only me
Other phone Only me
Address Only me

IM screen name Friends only

yourname@email.com Friends only

Facebook © 2010 - English (UK) About - Advertising * Privacy - Terms * Help

L@ Chat (Offline)
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za . Photo Album Privacy
Click on Edit album privacy

Every album must be done separately.

Under the FaceBook Terms & Conditions any public photo (i.e. in an album set to Everyone) can be used by
FaceBook in any way they choose. Think carefully about your profile picture as you often want this to be
public!

Profile  Find friends

Account *

Heme

facebook

& Privacy » Photos

Control who sees each of your photo albums,

Profile Pictures

& Friends of friends ~

Pictures

& Friends only +

1 WaEs

Nice Pix!

& Friends only '_|




3 . Applications, games and websites

Click on Edit your Settings
Game and application activity: recommended setting shown below.
Then click on the ringed buttons.

~
facebook Search Home Profile Findfriends Account ~
Choose your privacy settings, Applications, games and websites
What you're using You're using 1 application, game or website:
# Remove unwanted or spam applications.
$£ Turn off all platform applications.
Game and application Who can see your recent activity on their games and applications A
activity dashboards. el C.LD 3
Information accessible Control what information i available to applications and websites Edit settings
through your friends when your friends use them.
Instant personalisation Lets you see relevant information about your friends the moment Edit settings
you arrive on select partner websites.
Public search Show a preview of your Facebook profile when people look for you Edit settings
using a search engine.
Facebook © 2010 - English (UK) Al — = =
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4. Information accessible through your friends
Click on the Edit Settings button

Info accessible through your friends

In the pop up window, clear all the check boxes and then
Use the settings below to control which of your information iz available to applications, games and websites Clle on Save Changes

when your friends use them. The more info you share, the more sodal the experience.

I~ Bio [T My status updates

I~ Birthday I~ My photos

I~ Family and relationships I My videos

[~ Interested in and looking for [~ My links

I~ Religious and political views I~ My notes

I My website [~ Photos and videos I'm tagged in
[T 1f I'm online

Mote: your name, Profile picture, gender, netwarks and user ID (along with any other information you've
set to everyone) is avalable to friends’ applications unless you turn off platform applications and websites.




5 . Instant Personalisation
Click on the Edit Settings button

On this screen, clear the check box right at the bottom - you may have to scroll down to find it

Home  Profile Find friends  Account »

facebo

Choose your privacy settings, Instant personalisation

Instant personalisation Our goal is to give you a great social and personalised experience with every application and website you use,
We've worked with a select set of partners to personalise your experience as soon as you arrive on their sites.

These partner sites {currently mited to Docs, Pandora and Yelp) can only sccess the information and content you've
already made available to everyone. All our partners are required to respect your information and we've worked
dosely with them to make sure they do.

When you arrive at one of these sites, a blue notification bar will appear at the top of the page. Click ™Mo thanks” if
you don't want to have a personalised experience on that site,

il

Instant personalisation is different from Sodal plugins. Sodial plugin content comes directly from Facebook and no
information is shared with the websites themselves.

To turn off instant personahsahon on all partner sites, untick the box below. This will prevent these partners from
receiving agaf ludasiant personalisation, even content you have made available to
he.

& Enable instant personalisation on partner websites.

1 Chat (Offline) | [l

6 . Public search
Click on the Edit Settings button

On this screen, clear the check box right at the bottom

Account =

facebook

Choose your privacy settings, Public search

4 Back to applications

Public search PLIh|IE search cnntmls whether things you've specifically chozen to share with everyone show up in searches on and
izgls whether people who enter your name in & search engine will see a preview of your
Facebook Proﬁle. See praview

F Enable public search

Facebook © 2010 - English (UK) About * Advertising - Privacy - Terms * Help
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FaceBook Adverts

According to FaceBook “Facebook does not give third party applications or advertising networks the right to
use your name or picture in adverts.” If this is allowed in the future, this setting will govern the usage of your
information.” So why have a setting for it now? It is better not to ignore this one and it's not with the other

Privacy Settings.

In the top right hand corner click on Account and choose Accounts Settings from the drop-down menu to get

the following screen and then click on the Facebook Adverts tab (ringed).

Frofile

facebook Search = Home
My account
Networks | Motifications  Mohile | Language | Paym@k | Facehook Adverts |
Hame charmge
Your real name,
Username change
Y OUr Username
Email charge
Password change

On the following screen there are two settings you need to change; one at the top and one at the bottom (you’ll
need to scroll down). Don’t forget to click on the Save Changes button for each.

Find fiends ~ Account »

|

facebook 3 o

My account

‘ Settings | Metworks | Notifications | Mabile | Language | Payments

Profile

Adverts shown by third party applications

Facebook does not give third party applications or gdyertisingoetworks the right to use your name or picture in adverts,
If this is allowed in the future, this setjjpe=miovern the usage of your THEweggon.

Allow ads on pj#fform pages to show my | T
information to | Noone ll]

Save Changes Cancel
Adverts shown by Facebook

Facebook strives to create relevant and interesting advertisements to you and your friends. Here are the facts about
Facebook Ads:

Facebook Ads are sometimes paired with sodial actions {e.g., liking a Page) that your friends have taken.

= You only appear in Facebook Ads to your confirmed friends. If & photo is u=ed, it is your profile photo and not from
your photo albums,

Facebook doesn't sell your information to advertisers.

Facebook actively enforces polices that help protect your experience with third party applications and advertising

$9.95. Fan our page for
_special offers.

Nan Gao likes Denver
Sushi.

o Like

Please note that this setting controls social adverts shown by Facebook. To control
social adverts shown by third party applications on Facebook, please refer to the
privacy setting at the top of this page. You can also learn more about Facebook and
Advertising in the Help Centre.

Show my social agfions in Facebook Ads to :_If.!o_ one

Create an Advert

Automatic Gates x
Tunbridge Wels and
surrounding areaz. Click here
for our website and friendly
help with all aspects of

automatic gates: 01592
740839

B Lke

Peak District x
Cottages

Fuse your data with live
Google Maps and BIRT, the
leading open source data
visualization tool, Try it free
today,

&Y Like

More Ads
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In the top right hand corner click on Account and choose Accounts Settings from the drop-down menu to get
the following screen

Controlling these controls what everyone else can see from the applications that you use. Even Photos and
Groups are applications. You may have more than you can see on the screen below.

facebook Seard | Home Profile  Find friends  Account v
Application settings - Recently used
Displaying 7 applications you have used in the past month. Show: | Recently used t’j
Events Edit settings Application Profile
B9 Gifts Edit settings Application Profile
El Groups Edit settings Application Profile
41 Links Edit settings Application Profile
:l Notes Edit settings Application Profile
Photos Edit settings Application Profile
ZH video Edit settings Application Profile
Facebook & 2010 - English (LK) About - Advertising * Developers * Privacy - Terms - Help

For each one, click on Edit Settings, to get a pop-up something like this (each one will be slightly
different).

Edit Groups settings

Set the privacy that you need - Friends Only is the minimum
Prote | B I'd suggest, Only Me may be better for some of these. Only
Info Secton;_ddaddamess Me can only be found by clicking on Custom in the drop-
hllltynfGrouns': box or down menu

20 Ty,

Then click on Additional Permissions (ringed) to get the next
pop-up

Here you can specify whether or not you want the application
to publish content to your wall and what email notifications
you want.

Edit Groups settings

Profie Bookmark Additional Permissions

Groups has permission to:

[ Publish content to my Wall

Email notification is a matter of preference and does not

Allow Facebook to notify me by email when someone: impact your privacy ... just your patience and your spam

v Invites me to join a group ﬁlter'

[ Promotes me to be an officer

@ Makes me 2 group admin

o i i R W L Publishing content to your wall means that those who are

% Reples to my dsaussion board post allowed to see you wall can see what you’'ve been doing in

C i S an application. Think carefully about what you want people to

i Posts on a group Wall

see.

Click on OK to confirm any changes.

The End

Almost... | cannot guarantee they will not change again.
This is what the privacy screens look like on 19" June 2010!

You cannot choose your family, but you can choose your FaceBook friends. Casual acquaintances are less
likely to be careful with your information than close friends. Maybe now is the time to drop a few?



