eSafety

For parents of
secondary school pupills.
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Health Warning

There may be sensitive material in this
presentation.

You are welcome to leave at any time
or take a break iIf you would prefer
not to hear any more.
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It's not an ICT Issue.

It's a community ISsue.
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“Children will be children —
pushing boundaries and taking risks.

At a public swimming pool we have gates, put up
signs, have lifeguards and shallow ends,

but we also teach children how to swim.”

Tanya Byron,
Safer Children in a Digital World
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Benefits of the Internet:

Educational games and programs.
Researching information.

Communicating with others from all
over the world.

Sharing ideas with friends that have
the same interests.

and just having fun...
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Risks of using the Internet:

Paedophiles use the internet to meet
young people.

People lying and bullying online.
Seeing inappropriate images and material.

Viruses, pop-ups and adult advertisements.
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Why Is eSafety awareness
Important?

55% of children access
the Iinternet every day.

47% of those did so
for an hour or more.
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Why Is eSafety awareness
Important?

21% of children use chat
services like Instant Messenger.

th

33% use the Internet In
their bedrooms.
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Why Is eSafety awareness
Important?

25% have met someone that they
first met online and
did not take anyone with them.

... those who did

took a friend not a trusted adult.

¥
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It’s not just about
“computers” anymore...

XBOX 360
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How Is technology used to
abuse and exploit children?

Production, distribution & viewing of
abusive or sexual material.

Online solicitation to produce self-generated
iImagery, engage in sexual chat or activity

\VIHHITTITS Ul UITHTICT ).

Felicitating the above.

¥
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It's an old problem but we should remember
that “online” victims are still victims.

It's about how people behave,
not the technology.
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What are they up to?

blogging, gaming, social networking,

sharing or stealing music & video (P2P),
using bluetooth & bluejacking
using chat (IM), Poken, emailing,

sexting,
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Bluetooth

Not just about headsets.
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Bluetooth

ransmits images to other mobiles within
ten meters

Can be bluejacked or “hacked”

Should be turned off or hidden
when not In use
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Sexting

Find a Job | Dating | Wine | E-Editions | Feedback Friday, Jul 03 2009 This &

MatlOnline (&

Home MNews Sport TV&Showbiz NE=uFT N Health Science&Tech Money Debate

| discovered this trend - one which will horrify parents everywhere - during a BBC
Femail Home | Food | Pictures | Femail Boards | Fashion Store | Fashion Blog | Beauty Radio 4 investigation into online pornography.

Generation sexting: What

@IWA\D tcenage girls really get up to on

-4 the internet should chill every
parent

By PEMMY MARSHALL
Last updated at 10:33 AM on 18th March 2009

7 Comments (77)| ] Add to My Stories

Like a real porn star, Becky is heavily made up and lying naked on the bed as the
camera flashes. She could be just another glamorous model as she poses
provocatively with practised moves. But she isnt. Shackingly, Becky is just 17 and still
at school. 3he's filming herselfin a friend’s bedroom in a large, detached house in
leafy suburbia as her schoolfriends party downstairs.

2 Getly Images

Generation sexting: More girls are posing provocatively - just for "harmless fun'
(picture posed by model)
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How old was he?

10
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Geo-location services

gypsii

(for example)

Install the app on your mobile
so that your friends can track
your location.

Anytime.

Anywhere.
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Geo-location services

FOWERED EY iy ﬂ-f"a; & {E
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S0l ‘f Map data &2 D:EEH Atlas - Terms of Lsg
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CEOP

Child Exploitation & Online Protection
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Teacher?
Trainer?

.I " . \' ¥ : =
Welcome to the thinkuknow website (<TD ceor rerorT)
(R coorwror)

4,500,000 ===

Tell us how many
children you have
trained!

Click here to feedback the
number of children that you

have trained with the
Thinkuknow resources.
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Come in to find the |atest information on the sites you like to visit, mobiles and
new technology. Find out what's good, what's not and what you can do about it. If you look after young
people there's an area for you too — with resources you can use in the classroom, at home or just to get
with it. Most importantly, there’s also a place which anyone can use to report if they feel uncomfortable or
worried about someone they are chatting to online. All the information here is brought to yvou by the team
at the Child Exploitation and Online Protection (CEQP) Centre. We hope you like it!




HAVE A LOOK AROUND THE )
THINKUKNOW CYBER CAFE

Lo ToHvE HELLO

B E— _ If you’re between 8 and 10,
'HOW TO STAY IN you probably know a lot

CONTROL about using the internet.

We've created this area for you to
show you what we think is good,
look at what's not and show you
ways you can get yourself out of bad
situations.

We have a cool cyber café for you to
visit where you can help Jason, Sunil, Ali
and others to stay safe using new

technology.

If you know something we don't, or
you want to get involved in helping to
make our website better take a
minute to fill in one of our polls.

GIVE US A HAND!

FILL IN OUR SURVEY...

THINKUKNOW

HOME PAGE
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HOw TO HAVE FUN
HOW TO STAY IN CONTROL

__How 10 REPORT

| WHAT cAN co WRONG?
Talking to weirdos

P Feeling pressured to do things you don’t want to
Find out the latest

, COOL THINGS

— online!
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Get Involved:

Move the computer or console to a family area.

Discuss the issues openly.

Ask children to teach you how to use their
favourite websites.

Lead them to expect that you will ask
them who they are chatting with.
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Things to look out for:

Excessive use of the computer, phone
Oor games console.

Aggressive behaviour regarding the internet.

Secretive behaviour.

Change in sexual language.
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More tips:

Help your children to understand they
should never give out personal information.

Use a nickname online.

Show them that online friends
are really strangers.

If your child receives junk mail or texts
remind them never to reply or follow the links.
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Chat:
Instant Messenger (IM)

2
? CEOP REPORT

\ :eap.pnli:e.uk}
| ook out for

these symbols

online. VIRTUAL GLOBAL
TASKFORCE
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&l Share a quick message ~ l_:%
-39+
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4757 Favorites

Drag your faverite contacts here, or add them from
your contact list,

I Groups
4 Coworkers

Drag a contact into this category
4 Family

Drag a contact into this category
4 Friends

Drag a contact into this category
b Other Contacts
+Other Contacts

What's new

James has a new profile picture

AT CINEMAS OCTOBER 28
ROLLOVER




Quiz time - Jargon decoder:

ASL?
Age / Sex / Location?
POMS
Parent over my shoulder
WTGP?
Want to go private?
MORF?
Male or female?
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Social Networking in Plain English

Examples of social networking sites:
Facebook, Bebo, Piczo
MySpace
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Click here to chat...
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Age-appropriate searches
Google sex [Search | Asanss sesc

Web [# Show options... Results 1 -10

Free Porn Videos & Pussy Maovies- Sex Videos, Porno, Porn Tube, XXX ...

Free pomn sex videos & pussy movies. Porn hub is the ultimate 0 porn,sex and pussy tube,
download sex videos or stream free 3o and free pussy movies.
www_pomhub.com/ - Cached - Similar

Categories Bree Olsen tight sexy anal
Most Recent Videos Community
Videos Pornhub Blog

Maore results from pormhub.com =

Sex - Wikipedia, the free encyclopedia

In biology, sex is a process of combining and mixing genetic traits, often resulting in the
specialization of organisms into a male or female variety (known ...
en_wikipedia.org/wiki/ Sex - Cached - Similar

Results 1 - 10 of about 583,000,000 for sex [definition]. (0.11 seconds)

Free Porn Tube Movies, Porno Videos & XXX Sex Videos

Watch free full porn tube movies, XXX amature sex videos, & upload Your Own porno. See the
hottest pornstars having sex and see it first on Keezmovies com.

Cateqgories - Most Recent - Pornstars - Lesbian

www _keezmovies.com/ - Cached - Similar
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Age-appropriate searches

All|imageahﬁikm

Beep!

Your search did not madch amy
ted results.

Search suggestions:

SeX

Kids Hotspots
—Schoolhonse
_Movies

* Make sure all words are spelled correctly

* Try different keywords

* Try general keywords

* Try fewer keywords
* View more Search Tips

o Try again
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Age-appropriate searches

Using Google with younger children
IS risky.

Using Google Images
Can be very risky.

Try out sites like:
www.askkids.com & www.yahooligans.com
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Protect you computer

Set Windows to update automatically

Use parental controls

Use a malware scanner
Make sure your scanners

update every day.
Use a virus scanner
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Stuff to take home...
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More Information:

www.thinkyouknow.co.uk

www.getsafeonline.org

www.connectsafely.org

www.suttonlea.org/safety

take part, take pride £
Sutton



