
S f teSafety
For parents ofFor parents of 

secondary school pupils.
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Health Warning

There may be sensitive material in thisThere may be sensitive material in this 
presentation.

You are welcome to leave at any timeYou are welcome to leave at any time 
or take a break if you would prefer 

t t hnot to hear any more.
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CEOP Video Clip
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It’s not an ICT issueIt s not an ICT issue.

It’s a community issueIt’s a community issue.
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“Children will be children –
pushing boundaries and taking risks. p g g

At bli i i l h t tAt a public swimming pool we have gates, put up 
signs, have lifeguards and shallow ends, 

but we also teach children how to swim.”

Tanya Byron,y y

Safer Children in a Digital World
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Benefits of the Internet:

Educational games and programs.

Researching information.

Communicating with others from all 
over the world.

Sharing ideas with friends that have 
h ithe same interests.

and just having funand just having fun…
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Risks of using the Internet:

Paedophiles use the internet to meet
young people.

People lying and bullying online.

Seeing inappropriate images and material.g pp p g

Viruses pop ups and adult advertisementsViruses, pop-ups and adult advertisements.
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Why is eSafety awareness
important?

55% of children access 
the internet every day.

47% of those did so47% of those did so 
for an hour or more.
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Why is eSafety awareness
important?

21% of children use chat 
services like Instant Messenger.

33% use the Internet in33% use the Internet in 
their bedrooms.
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Why is eSafety awareness
important?

25% have met someone that they 
fi li dfirst met online and 

did not take anyone with them.y

those who did… those who did

took a friend not a trusted adult.
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It’s not just aboutIt’s not just about 
“computers” anymore…p y
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How is technology used to 
abuse and exploit children?abuse and exploit children?

Production, distribution & viewing of 
abusive or sexual material.

Online solicitation to produce self generatedOnline solicitation to produce self-generated 
imagery, engage in sexual chat or activity 

(online or offline)(online or offline).

Felicitating the above.
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How is technology used to 
abuse and exploit children?abuse and exploit children?

It’ ld bl b t h ld bIt’s an old problem but we should remember
that “online” victims are still victims.

It’s about how people behaveIt s about how people behave,
not the technology.
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What are they up to?

blogging, gaming, social networking, 
sharing or stealing music & video (P2P), 

using bluetooth & bluejackingg j g
using chat (IM), Poken, emailing, 
sexting tweeting geo-locationsexting, tweeting, geo-location. 
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Bluetooth

Not just about headsets.
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Bluetooth
Transmits images to other mobiles withinTransmits images to other mobiles within 

ten meters

Can be bluejacked or “hacked”j

Sh ld b d ff hiddShould be turned off or hidden
when not in use
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Sexting
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How old was he?
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Geo-location services

(for example)

I t ll th bilInstall the app on your mobile 
so that your friends can track 

your location.

A tiAnytime.

AnywhereAnywhere.
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Geo-location services
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CEOP

Child Exploitation & Online ProtectionChild Exploitation & Online Protection

www thinkyouknow co ukwww.thinkyouknow.co.uk
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P li= Police

take part, take pride



Get involved:

Move the computer or console to a family area.

Discuss the issues openly.

Ask children to teach you how to use theiry
favourite websites.

Lead them to expect that you will ask
them who they are chatting with.
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Things to look out for:

Excessive use of the computer, phonep , p
or games console.

Aggressive behaviour regarding the internet.

Secretive behaviour.

Change in sexual languageChange in sexual language.
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More tips:

Help your children to understand they 
should never give out personal informationshould never give out personal information.

Use a nickname onlineUse a nickname online.

Show them that online friendsShow them that online friends
are really strangers.

If your child receives junk mail or texts
i d th t l f ll th li kremind them never to reply or follow the links.
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Chat:
Instant Messenger (IM)

Look out for 
these symbols y

online.
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Quiz time - Jargon decoder:

ASL?
Age / Sex / Location?

POMSPOMS
Parent over my shoulder

WTGP?
Want to go private?g p

MORF?
Male or female?Male or female?
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Social Networking in Plain English

Examples of social networking sites:Examples of social networking sites:
Facebook, Bebo, Piczo

MySpace

Video clip
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Habo 
Hotel 

Just an 
example…
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Age-appropriate searches
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Age-appropriate searches
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Age-appropriate searches

Using Google with younger childrenUsing Google with younger children
is risky.

Using Google Images
Can be very risky.

Try out sites like:
kkid & h liwww.askkids.com & www.yahooligans.com
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Protect you computer

Set Windows to update automaticallySet Windows to update automatically

U t l t lUse parental controls

Use a malware scanner
Make sure your scanners 

d t d
Use a virus scanner
update every day.
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CEOP Video clip
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Stuff to take home…
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More Information:

www.thinkyouknow.co.ukwww.thinkyouknow.co.uk

www.getsafeonline.org

www.connectsafely.org

www suttonlea org/safetywww.suttonlea.org/safety
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